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The paper starts by presenting vulnerabilities arising from user interactions as part of dis-
tributed application usage. Tokens and user roles are analyzed and interactions formalized
based on factors including the location of communicating actors. Authentication issues are
detailed, followed by the identification of technical difficulties and administrative incidents,
as well as security threats within the distributed ICT applications — DIA, framework. The
support for models addressing the evaluation of user and component behavior is done
through the MERICS software application. A quantifier regarding inter-component incident
impact and interactions is defined and results are shown as obtained using MERICS.
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Introduction

Distribute applications reunite sets of
software modules distinguished by function,
location, development technology or securi-
ty. Users and processes interact with compo-
nents over varied environments, requiring the
usage of encryption tools and the develop-
ment of flexible protocols for authentication
and authorization. These features enhance the
frequency of incidents, either by the unavail-
ability of sections of the application, the
tampering of data or its incomplete format-
ting and dissemination. The synchronous or
asynchronous communication and processing
of tasks introduces additional vulnerabilities,
of a qualitative nature and harder to prevent
or discover. Delays in the serving of requests,
deficiencies in the analysis of input, auditing
deficiencies have a negative effect on the ef-
ficiency, reliability and performance of the
whole system. The study of risk in distribut-
ed applications has led to the development of
assessment models and their implementation
using MERICS, a software application envi-
sioned as a testing and refining mechanism
for operational and analytical processes.

2 User interaction vulnerabilities

MERICS, Modele de Estimare a Riscului Tn
Contextul Securizarii, Romanian for Securi-
ty-Aware Context Risk Assessment Models, is
designed as a distributed IT application —
DIA, offering functional context and analyti-
cal support for risk factor identification and

assessment model evaluation and refining
[7]. 1t implements both operational and ana-
lytical software constructs in order to provide
the optimum support in threat detection, im-
pact evaluation and performance assessment.
Distributed application users trigger incidents
by means of their role and activities as relat-
ing to the operational and analytical contexts
of the distributed application. Improving the
user-DIA interactions through the manage-
ment of access rights requires the following
steps:

e assigning individual security tokens, en-
abling the creation of unique associa-
tions between users and sets of creden-
tials — passwords, digital certificates, bi-
ometric information, auditory or visual
parameters;

e assigning roles, allowing for the filtering
and separation of functional areas in the
application as required by security and
operational specifications; the users are
prevented from accessing irrelevant or
sensitive information, as long as it is not
required by the specifics of their activi-
ties as managed by the distributed sys-
tem.

e assigning users to groups based on their
location or interest area; roles and
groups allow for an increased flexibility
in mapping business requirements to se-
curity practices, as well as decreasing the
complexity and manageability of the
administrative processes;
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e observing and optimizing the user inter-
actions, either through the adding or sub-
traction of roles; in complex DIAs,
where access to supplementary function-
alities translates into increasing com-
plexity in the user interface-managed ac-

tivities, these actions improve training

efficiency and increase productivity.
Figure 1 details on the filtering of access
through successive architectural layers of dis-
tributed applications, as user access is delim-
ited using groups and user roles.
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Fig. 1. User — DIA interactions

Timing and access history constitute addi-
tional factors that contribute to access man-
agement functions. User activity is surveyed

and the information gathered is used in the
discovery of patterns and limits, which in
turn trigger defense mechanisms in case a
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suspect behavior is observed. In a financial
application targeting branch operations in-
volving customers, the detection of activities
outside the normal workday interval may
constitute a security breach.

3 Deficiencies in administering DIAs
The processes relating to DIA administering
and maintenance include a set of activities
that influence the security of the system —
credential management, process surveillance,
tasks relating to the surveillance and repair of
automatic components, message flows or
services availability. The deployment plat-
form constitutes another factor in determin-
ing the risk susceptibility for the distributed
application, alongside the following:

e administrators, specific users whose ac-
tivities relate to the ensuring of the func-
tioning of the application; their relation
to the context of DIA usage — internal or
external — influences the measures taken
in improving information security;

e maintenance and administration jobs —
their specifics are a factor in determining
the assignment of users and protection of
information; optimizing operational da-
tabases often requires access to sensitive
data, while interfering with the deploy-
ment platform does not imply access
rights to information stored or communi-
cated by the distributed application’s
components; it does, however, imply an
increase in availability-related risks;

e interactions within the maintenance
tasks — the solving of incidents and re-
storing of functionality to damaged areas
of the application requires the collabora-
tion of multiple actors across the context

of usage — users, database and functional
administrators, testing teams, possibly
designers and developers, in case addi-
tional safety measures are to be imple-
mented; the management of their activity
and communication requires provision-
ing for both the scheduling of interac-
tions for each party and the hiding of
sensitive information.
Ensuring the optimization of administrative
tasks requires that management actors ensure
that parties involved communicate and act in
a manner that allows for parallel operations
on the distributed application, without trig-
gering delays or additional issues by concur-
rent access to the same area. Figure 2 details
on envisioned administrative use cases, pre-
senting three of the roles often interacting in
solving DIA operational issues. System ad-
ministrators form the category furthest from
the context of DIA usage, often being part of
the organization managing the deployment
platform or external communication chan-
nels. They may not be aware of the specifics
of the individual DIA components interacting
using their platforms, making them suscepti-
ble to causing damage. Database administra-
tors constitute the next level in maintenance-
related operations, being trained in the spe-
cifics of persistence-related components — or
the structuring of information within — and
less in the functioning of the system. Their
access to sensitive information is an addi-
tional risk factor. The last category, function-
al administrators, is tasked with jobs relating
to the operational context of the distributed
application — user management, service and
information flow process triggering, surveil-
lance.
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Fig. 2. DIA administration use cases

MERICS, the model testing and refining ap- ministration-related damage, by building and
plication used in the course of the current re- managing information on issues arising in
search effort, requires provisioning for ad- different components. Table 1 presents some
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of the incidents relating to correctly identify-
ing credentials, as well as on the behavior
and solutions used in removing damage or

triggered vulnerabilities.
type, as relating to a generic architectural ap-
proach, is also present.

The component

Table 1. Credential administration issues

Issue Component Behavior Solutions
External All Users and processes operating out- | Cross-platform credential
factors side the DIA context, yet interacting management
and pro- with some of its components, as in
cesses sharing communication channels
Identify- | Presentation | The party triggering the execution of | Appending of user creden-
ing users improperly used or malicious pro- tials to messages
cesses is not directly visible
Group- Presenta- | Improper assignment of roles or lack | Reducing user access to
role asso- | tion, service | of flexibility in creating user groups, | sensitive information not
ciations leading to insufficient fragmentation | relevant to its immediate
of functional access task, either by the creation
of new roles or the dele-
tion of role access for the
specific part of the appli-
cation
Managing All Insufficient information or lack of Including timing and pat-
contextual usage of operational context indica- | tern of usage information
parame- tors in determining access rights in security controls
ters

DIA component security requires both pas-
sive and active approaches, with backup and
recovery tools, as well as constant auditing
for uses operations supplemented by generic
instruments that act on the detection of a sus-
pect activity, denying the user further rights
to the functions of the system, while ensuring
that information is stored on their identity,
location and actions in order to prevent future
incidents.

The deployment environment constitutes and
additional risk factor, if users relating to it
are allowed access to the informational con-
tent of the application. An effective measure
is the encryption of data stored using specific
repositories. However, the implicit access to
communication channels and components
leads to incidents relating to the availability
of the distributed application. Building an
explicit degree of redundancy into the sys-
tem, as well as maintaining separate location

for components that are able to replace exist-
ing functionalities or operate in a parallel
fashion, helps lower the risk of affecting the
global functionality.

Backing up information, as well as storing
data relating to the operations performed on
an item, preferably through usage of univer-
sal, external tools that ensure there is no
functional dependency on the status of the
analyzed system, is an additional safety
measure, as is storing data in separate reposi-
tories, with limited or no relevancy assigned
to individual records, relying on the access to
the whole in order to decipher its meaning.
Keeping customer identity in separate reposi-
tories is one such step.

4 DIA communication risks

The interaction between users or external
processes and the components of distributed
applications, as well as their mutual interac-
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tions, is managed using a series of instru-
ments that form part, as shown in Figure 3, of
increasingly generic areas, starting with the

application and ending in the generic context
of usage.
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Fig. 3. Communication between MERICS components
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The users interact with the application by ac-
cessing its interfaces with the help of com-
munication and deployment platforms.
Let set CMP = {CMP,,CMP,, ...,CMP,} de-
fine n components of the MERICS distribut-
ed application interacting in the solving of a
task, and set CN = {CN;,CN,,...,CN,} of
communication nodes involved in distrib-
uting information.
In order to properly send and encrypt the data
using specialized instruments such as digital
certificates, the operating system is used, as
well as deployment-platform specific reposi-
tories.
Considering an action that requires sending a
message between CMP; and CMP,, and that
they are deployed in different physical or
logical locations, a defining characteristic for
distributed systems, the risks associated to
this process are envisioned as the sum of the
individual entities involved in the processes,
the road that the message takes from CMP;
to CMP,, when viewing the entire context as a
graph.
Let R, define the risk associated to the before
mentioned action, marked as A. Consequent-
ly, it is defined as the sum of its components:
Ra = Remp, + Ros + Ren, + Rewy, + Ros
+ Remp,
where:

Remp,, Remp, risks associated to compo-

nents CMP; and CMP, re-

spectively;
Ros — risks associated to the oper-
ating system;
Ren,»Ren,  —  Tisks associated to commu-

nication nodes 1 and k.

The individual values of risks associated to
component communication are seldom quan-
tifiable or directly measurable. Therefore, a
system of weights is associated to each of the
entities involved, directly related to the num-
ber of incidents observed or identified
through available information on the behav-
ior of the specific constructs over a pre-
determined  period. Let set W =
{wi,wy, ...,w,} define weights associated to

u malfunctioning components, as counted
over a period of t days. Individual risk is
therefore describable as product of measura-
ble losses —loss, multiplied by associated
weights, or

R = w * loss,

leading to the redefinition of global risk as a
sum of y individual components:

N <

R w; * loss;
i=1
where:
y — number of components associated
to measured risk;
w; — weight associated to component i;
loss; loss caused by the occurrence of

an incident, specific to component
i.

Applying the generic model to the before-
mentioned risk value R4, and considering a
constant value of external losses over the t
period, or one that is not directly traceable to
one of the external components, l0ss,,; We
obtain the following, as viewed from the
MERICS context of usage:

R, = (WCN1 +wey, + 2% Wos) * 10SSoxt
+ Wemp, * LlosSeyp, + Wemp,
* losScmp, -

The model allows for fine-grading the factors
involved in risk assessment, as well as elimi-
nating them, to the extreme of considering a
constant value of losses, 1, over the measured
period, both for external and internal com-
munication processes when viewed from the
MERICS scope.

Ry = wen, + wen, + 2 x Wog + Weyp,
* lOSSCMP1 + WCMPk
* loSScmp, -

This translates to risk being measured as the
sum of occurrences for incidents during the
usage of the distributed application.
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5 Improving distributed applications — test
stage analysis

In the lifecycle of software applications, test-
ing relates to the efforts that developers, us-
ers, customers, as well as specifically trained
personnel undertake in order to provide for a
functional, efficient, optimized system. The
degree of involvement varies, as well as the
moment of their actions.

The first testing-related activities occur dur-
ing the development of the software applica-
tion, with the debugging and refining of code
as well as the redesign of underperforming or
overextended components. Documentation
serves as an important support in determining
the overall expectancy that the end-user has
in relation to the functional areas of a distrib-
uted application. A constant occurrence is the
lack of detailed description for the proce-
dures and requirements envisioned, as well as
the loss of information through successive
transformations, as areas of functional exper-
tise translate into technical requirements.
Figure 4 details on the successive interac-
tions between development and test teams in
ensuring the proper format and function of a
distributed application. Incidents are identi-
fied and communicated to the developers,
who solve them and resubmit the improved
version of the component for revision. Risks
arise from the improper communication be-
tween parties, leading to improper or incom-
plete correction of errors, as well as delays in
finalizing tasks.

Another issue is the frequency or ability to
replicate the observed incident. Due to an
improper detailing of the problem, or prob-
lems in communicating in a manner under-
standable to the development teams, less
trained in the functional specifications or
terminology, specific behavior may be hard
to replicate. This deficiency is diminished by

the inclusion of explicit logging and error
tracing information, allowing for the pin-
pointing of the failing or misbehaving code
fragment or process and its subsequent cor-
rection. Test case technology, available with
an increasing number of integrated develop-
ment environments, serves to isolate and rep-
licate the communication endpoints for a
specific section of code based on the input
and output required by its functions and enti-
ties.

The delegation of tasks between users and
testing teams, as well as lack of complete un-
derstanding of the business requirements
with actors involved in the testing of distrib-
uted applications, often assemblies spanning
multiple areas of operation, leads to the mis-
interpretation of behavior as erroneous. A
long delay caused by a slow, external service
interaction may trigger the categorizing of
the delay as an error on part of the client
endpoint, which incorrectly assigns the inci-
dent. The usage of specialized software in
managing the interactions between testing
and development teams, as well as constantly
improving documentation, helps decreasing
the frequency of such issues.

The discrepancy in resources allocated to the
development and testing as relating to pro-
duction environments, in terms of processing
power, communication channels, availability
of users and differences in components stress
constitute an additional problem within the
testing state of distributed applications. In the
course of extending already existing DIAs,
the increased strain on resources brought in
by the new functionalities requires the rede-
sign of older parts of the system. Risks relate
to the improper resource allocation, as the ef-
fects of the new modules are hard to assess in
preliminary steps and may only appear dur-
ing the usage stage.
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Due to the impact of communication perfor-
mance in the overall performance and securi-
ty of distributed systems, testing the efficien-
cy of cross-component interactions and mes-
saging queues is essential to reducing risk

. DIA testing

and lowering costs. Impacting the quality and
content of the information, communication
raises a number of difficulties related to the
testing stage:
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e replicating the live usage parameters —
encryption, message frequency, external
environment;  consequently,  errors
caused by delays due to the sharing of
the communication channels in produc-
tion environments are not traceable at
earlier stages due to the absence of the
capacity to replicate the multitude of ex-
ternal factors; MERICS includes analyti-
cal components designed to process and
store information relating to communica-
tion strain, as well as to delegate and de-
lay non-essential tasks;

e ensuring the simulating of synchronous
processes, in which delays in the pro-
cessing and storage of information prop-
agate and aggregate through the extent
of the components used, impacting unre-
lated tasks; the reliance on scheduled
and asynchronous processes, when ap-
plicable, ensures the minimization of
risks originating in the described behav-
ior;

e running tests on complete use case sce-
narios, in which multiple interactions are
required; while isolating and testing spe-
cific components improves on the time
needed for the preliminary survey of ap-
plication functionalities, the inclusion of
all relevant processes, users and parame-
ters in testing scenarios ensures the dis-
covery of complex incidents, targeted by
the sum of interactions rather than each
of them taken individually.

Information quality is tested trough the thor-
ough replication of valid data structures, as
well as enforcing the usage of pre-live envi-
ronments, in the sense that they replicate as
much as possible the content and extent of
data in production repositories. The replicas
should, however, be strictly build using pub-
lically available or fictive information, as
confidentiality may be breached by the repli-
cation of customer data.

6 Conclusions

The detection of vulnerabilities in distributed
applications requires the structuring and
identification of actors and processes that in-
teract during its lifecycle. Diffusing access to

users by their aggregation using groups and
assignment to functionalities using roles en-
sures the building of flexible, configurable
production environments, with the minimiza-
tion of information security breaches.
Administrative processes are to be filtered by
the properties of their interacting actors as re-
lating the context of the distributed applica-
tion. Communication is improved by the as-
sessment of individual risk factors and the
construction of flexible, weight based indica-
tors used in targeting vulnerable sections for
improvement or assessing and provisioning
for losses.

The identification of requirements and their
correct and complete description influences
testing efficiency. Constructing realistic test
scenarios and incrementally deploying and
improving the application helps the owners
or developers of the system minimize risks
before the incidents that define them are trig-
gered in the production environment.
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